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Cyber-crime
can happen
to anyone

ONLINE

Cyber (Internet) Crime

We are all vulnerable to the potential of cyber-crime, either
individually or as a company, 80% of all cyber-crime is
preventable.

Cyber-crime is against the law under the Computer Misuse Act
(CMA) 1990. It may also include abusive or harassing
communications under the Malicious Communications Act 1988
or Protection from Harassment Act 1997.

How to avoid becoming a victim of Cyber crime

e Use ‘strong’ passwords, and keep your passwords
secure. i.e. use at least 8 characters, include numbers
and letters, both upper and lower case.

e Update your computer security, anti-viral software and
install a firewall.

Keep your operating systems updated.

Delete and block spam or junk emails. Be careful
when opening attachments or using internet
downloads.

e  Secure and encrypt wireless networks when using WiFi
(Wireless Internet access).

e  Make sure your internet browser and any plug-ins are
updated (e.g. Flash, Java, Silverlight)

Use reputable companies when shopping online.
Use secure payment methods, such as PayPal or
credit cards for online purchases.

e Avoid scams, criminal gangs operate ‘scams’ and use
the internet as one of the methods to defraud people
and business. i.e. asking for money to pay for travel,
finance a sick relative, or winning the lottery.

e They will also try passing off as your bank and ask for
your banking details.

e or Microsoft or your internet provider stating your
computer has been corrupted and want you to click on
a link or download some software.

e  Backup important data - like photographs, music,
videos or documents and not just to the cloud.

Remember if you share any pictures or information with
anyone online you will lose control of it. In the simplest
terms, if you do not want the world to know
something, don't put it on the internet.

Help and advice

If you feel you have been a victim of internet crime either
ring 101 or email 101@dc.police.uk or contact Action
Fraud on 0300 123 2040 or through their web site
www.actionfraud.police.uk

Cyber aware gov.uk

Eevon & Cornwall
Operation Snap is a secure online facility which allows
submissions of video and photographic evidence relating

to driving incidents that members of the public have
witnessed.

Operation Snap (Dashcam footage) will investigate road
traffic offences such as dangerous driving, driving without
due care and attention, careless driving, using a mobile
phone handheld, not wearing a seat belt, contravening a
red traffic light and contravening solid white lines,
however this is not an exhaustive list.

If you have captured a driving offence on your dashcam
or other digital device, you can send it to the police
simply, quickly and securely through Operation Snap.
You need to be 18 years old or over, able to supply the
registration mark of the offending vehicle and be willing to
sign a witness statement and possibly appear in court.

You can read the frequently asked questions on the web
link before submitting your video or

photos www.dc.police.uk/opsnp
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You can send your video or photos tous
and help to keep our roads safe

www.dc.police.uk/opsnap

Flying Drones

and Model
Aircraft

If you own or operate a drone or model aircraft that weighs
between 250g & 20kg you need two registrations before you
can fly it.

You will need to take and pass a theory test to get a flyer ID &
an operator ID if you are the person responsible for the drone
or aircraft, even if you are not the person flying it.

Itis illegal to fly a drone or model aircraft without a valid
Operator ID clearly displayed on your drone, it has to be in
block capitals taller than 3mm on the main body of the aircraft,
it has to be safe from damage, secure and easy to read when
the aircraft is on the ground.

The drone code has also been updated (October 2019) to
assist drone users in flying safely, you can check it out on the
Drone safe web site, www.dronesafe.uk

For further information and registration.

www.register-drones.caa.co.uk
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to steal tools.

Keep your tools. Keep it locked!

e

Thioves are targeting v

Contact us

llifracombe@
dc.police.uk

Insp 14316 Paul Searle

Here are some things tradespeople can do to keep their
tools, and livelihoods, safe:

e Keep your vehicle locked and your keys secure

e Park in a well-lit area and in clear view of your
property and any CCTV cameras

o Park aga'inst a lwaII or fence so rear doors are PC 11707 PC 17230 PCSO 30549
inaccessible, side doors too if possible

e Unload as many tools as you can. It's a chore but
it's better than not being able to work tomorrow

e Call 999 immediately if you see a crime in
progress or any suspicious activity around trade
vans

e Fit an independent alarm accredited by Thatcham

e Fit additional locks on your van doors as some i
manufacturer's locks can be picked PCSO 30075 PFCSO 30373 PCSO 30414

e Fit a quality tool chest in your van and secure it Ade Drury Pete Hyde Karen Grant
with a 'Sold Secure' padlock. Like us on our Facebook page Ilfracombe Police

e Mark your tools so they can easily be identified
as belonging to you. Keep an up-to-date list of

your tools, including photographs and serial DEVON AND
numbers, registered on www.immobilise.com CORNWALL POLICE
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www.dc.police.uk/toolsatrisk @ 1 o 1 A
CALL 999

Number of Crimes reported in January 2020

Matt Reed Dan Revill PauI Grantham

and get regular updates as they happen.

Police Enquiry Office at Barnstaple
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